NYTIBHUK

Y CBIT NNIATIHUX KAPT

SE3TEKA

KAPTW, FPOLUI, TENE®OH:
BE3MNEYHI IHTEPHET-TMOKYMKWN

Cnnarta TOBapiB Ta MOCNYr OHMNAWH BXE AABHO
CTano HOPMOK MOBCAKAEHHOro UTTA. LLUBMAKO,
3pYYHO, 6e3neyYHo, AKLLO AOTPUMYBATMUCA NPOCTMX
npasun. LLoHanmeHwe He nepegaBaTv TPeTim
ocobam fpaHi, AKI MoXe 3HaTW TiNbKW BMACHUK
KapTKK. [HakWwe ue AK nepegatn ramaHelb
CTOPOHHIN NHOAMHI.

HanuacTile KopucTyBaui 6aHKIBCbKMX KapT CTH-
KalTbCA 3 LaxpamcTBOM 4epes PO3ronoleHHA
BaCHUX KoHOigeHUinHux gaHux. CBoI naponi Ta
KOO BOHW NepefaroTb CaMi, Tak 3BaHUM «CMiBpo-
BiTHMKam» 6aHKy, HBY, MBC Ta iHWKM 0QiLiNnHUM
opraHisauiam, 3abyBatoym, WO HiXTO, HABITb CMiB-
POOITHWMK BaHKy, He Mae npaBa 3anuTyBaTu Yy
KnieHTa 6aHKy TePMiH fii M0ro NacTUKOBOI KapTy,
PIN-Kkop, cnoBo-naposb, cvww2 / cve2 koau. LA
iHbopmaLia e KoHQIOeHUiIMHOW, a 3Ha4YuTb, He
NignArae po3ronoWeHH.

UKRSIBBANK BNP Paribas Group nparHe
3po6uUTK QiHaHCOBE XKUTTA KIIEHTIB YCMILIHUM,
6e3ne4yHuM i NpoCTUM.

Tomy 3BepTae yBary KMieHTIB Ha mnpaBuna
pob0TK 3 BAHKIBCbKOK KApTOK MpW MOKyMNKax B
IHTEPHETI, a TakoX TaKTWUKY CnifKyBaHHA 3
MOTEHUIMHUMM LaxpasamMu.

Mpy  30OINCHEHHI Mpofaxy Yepe3 iHTepHeT
MoKynuesi, AKWW Oyge nepeBOgMTM rpoLi Ha
KapTy, OOCUTb 3HATK TiNbKW HOMep KapTku (16
UMdp), a TakoK npisBuLle, iM'A, N0 OATbKOBI
BNaCHMKa KapTKW. TepMiH Iil KapTu, cvw2 / cve?
Kopn (Umbpy Ha 3BOPOTHOMY 0oUi KapTKW) i
0fHOPa30Bi Koan 3 SMS nokynuto He NoTpibHI B
MOOHOMY pasi. AKWO BW PO3MICTUIN Ha oL
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OronoleHHA Ha OLX abo iHWOoMYy ManfaHumKy ans
MOKYNOK-NpOoAakiB HoMep BaLloi KapT (16 undp) i
MOTEHUIMHWI NOKyneLb NPpoCUTb y BaC Tpu unopu
Ha 3BOPOTHOMY O0Ui KapTKu cvw2 / cve2 i TepmiH
Oii kKapTu e Wwaxpan. OTpumasLLy Ui faHi, waxpai
MOXYTb CKOPWUCTATUCA HUMK [ANA 30INCHEHHA
rPOLLOBMX NepekasiB 3 Balloi KapTKu abo BAaCHMX
MOKYMOK B |[HTEpPHET.

Moxxnnsumn Takum cueHapin, Bam
3aTeneoHyBanu 3 Tak 3BaHOI Cnybu besneku
BaHKy, CKaszanw, Lo Laxpai Hamaraamca cnucaTy
rpowi, ane 6aHKy onepauis 3ganaca nigo3pinoto i
noTpibHO 3BipWUTY OaHi Balwoi KapTku — Le Takox
waxpai.

CniBpo6iTHUKM 6aHKY HIKOMN He 3aNUTYHOTb
HOMep NnaTi>KHOi KapTKW, il TepMmiHu i cw2 /
cve2.

Takun BMA WwaxpancTea Ha3MBAETbCA BilUMHT —
Konu 3/710BMUCHWKM, NpeacTaBnArYMCDH
MOKyNUAMM, CNiBPOBITHNKaMM BaHKy, MeHCinHoro
doHpy, HBY, CBY, i HaBiTb Noniuietd BUMAHKOOTb Y
BMIACHWKA MMaTiXHOI  KapTKWM  KOHQIOEeHUinHY
iHGopMmaLito nig NpUBOOOM 3BipKM AAHMX. 3a
OAHVMW  EeKCMepTiB, OfHa Taka Tene@oHHa
po3MOBa «KoLWTye» y cepegHboMy 5000 rpuBeEHD.
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NYTIBHWUK v cair nnammnmy xapt

o6 He cTaTM  KepTBOK  3/10YUHLIB
AOTPUMYWTECb NPOCTUX MPaBuUil — B XOAHOMY
pasi HiKkoMy He NoBiKOMNANTE pa30M 3 HOMEPOM
CBOEI KapTH il CEKPeTHi peKBi3nTu:

1) TepmiH Oii KapTy,

2) TpusHauHun kog 6esnexkn Ha 3BOPOTHIN
CTOPOHI KapTku (kog CVV2 / CVC2), Aknun noTpibeH
[71A 30INCHEHHA onepauin 3 NaaTiXHOK KapTKO
B IHTepHeT,

3) Maponi 3 cMc-noBigomneHb Big 0aHKy, AKi
noTpibHI ANA NigTBEpOXKEHHA OMepaLin 3 KapTKOo
(AKLWoO KapTa 3axulieHa no cuctemi 3D Secure).

BE3INEKA
IHTEPHET-BAHKIHIY

3 PO3BUTKOM iHOPMALiMHNX TEXHOSOTIN MK BCE
YyacTile BUKOPWCTOBYEMO iHTepHeT-baHKiHM anA
3[IMCHEHHA ENeKTPOHHMX nnaTtexis. BogHouvac
Kibep3noUMHUI noYanu BUKOPWUCTOBYBATM HOBY
CXeMy 3 METOK MPOBEAEHHA  LIAaXpanCbKux
onepauiv no naaTiXxHUX KapTkax. LLaxpai MoxyTb
30iNCHUTHK HeCcaHKLiioHOBaHMN BXil ao

iHTepHeT-0aHKiHIYy 32 JONOMOroH CiM-KapTKK, A0
AKOI MNiAB'A3aHMI IHTEPHET-0aHKIHr 1i BNacHMKa.
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Homep cBOei 0aHKIBCbKOI KapTKWM BW MOXKeTe
NOBINOMMNATWY, KONW, Hanpuknag, NpoAaeTe LoCh,
OTPMMYETE rpoLIOBY BMHaropomgy abo bnaroginHy
ponomory. Ane BKasaTu MOXKHa TiNbkv HOMep
KapTu. IHLWi peKBi3nTV O4NA 34INCHEHHA TPOLLOBOro
nepekasy Ha Bally KapTy He MOoTPibHi.

JOTpUMAHHA TaKUX HECKNapgHux, ane pyxe
BaXK/IMBUX NPaBWJI, [03BONIUTb KOXHOMY KIiEHTY
6aHKy BiguyBaTH cebe BNEBHEHO i CMOKIMHO Npu
po6oTi 3 NNATPKHUMM KapTamu.

[nA uboro BOHWM ONOKYHOTb CiM-KapTKy, MOKW ii
BaCHWK 3'ACOBYE, YOMY CiM-KapTKy 3a6/10KOBaHO,
Wwaxpai TenedoHytoTb Ha rapady MiHito onepartopa
MOBINbHOrO 3B'A3KY, «BiHOBMOIOTb» CiM-KapTKy
Ta OTPUMYIOTb JOCTYN [0 BCiX NOBIAOM/EHD, AKI HA
Hel  npuxogATb  — CMC-TOBigOMIEHb 3
CEKPETHMMM Kogamu Ta nmaponAmu Big BaHky, a
TaKoX [0 iHWKX JaHWX, NpuB'A3aHNUX OO0 HOMEpPY
TenedoHy, 30KpPEMa, Lie MOXKyTb OyTUW: enekTpoHHa
nowiTa, couianbHi Mepexi ToLlo.

flKiwo BM  nomiTunM, WO Baw  Homep
MobinbHOro TenegpoHy nepecTtaB MpawLloBaTy
HeramHo 3BepHiITbCA:

1) ¥ 6aHK pna 6nokyBaHHA NIATKHUX KAPTOK,
AKi NPUB'A3aHI 4O HOMePY TenedoHy;

2) Jo mobinbHOro onepartopa [nA YTOYHEHHA
noganblnx Ain.

LLlo6 3anobirTu Kpagi>kui MobGinbHOro Homepy y
ManbyTHbOMY, 3BepHiTbcA [0  MobinbHOro
onepatopa Ta  BigKMWO4YiTb  MOX/MUBICTb
BiAdaneHoro nepeBunycKy CBOEI Sim-KapTKu.

Y Takomy BMNAAKY, HaBITb AKLLO
Kibep3nouMHUAM BOACTbCA 3abnokyBatu Bauwly
KapTKy, TO BigHOBWUTK ii MOXxHa byge nuwe 3a
[OOKYMEHTaMMU, 32 AKUMU 3aKPiNSIeHNIN HOMEP.
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MYTIBHUK

OCHOBW 3AXUCTY NEPCOHAJIbHUX OAHUX

Y COUIANbHUX MEPEXAX

LaHoBHI KnieHTU, pbanTe Npo KOHGigeHUin-
HiCTb BallMX fAaHUX y couUiaNibHUX Mepexax —
OygbTe nunbHi Npu popaBaHHi gpysiB Ta y
nepcoHasnbHin nepenucui.

Haragyemo, o UKRSIBBANK BNP Paribas Group
MULLIE CBOIM KNiEHTAM BUKMIOYHO 3 0QILiNHOI
CTOpiHKK. »KogHa noawMHa 3i CBOei 0cobucToi
CTOPIHKM HE MOXe 3BepTatuca [0 Bac 3
MUTAHHAMK | MPONO3ULUIAMM Bif iIMeHi BaHKy.

Akwo Bam B Facebook Messenger HaoxOQATb
MOBIAOMNEHHA HIOWTO BiA  IMeHi 6aHKy 3
MPOMo3nLIietd OTPUMATK KPeauT Ha  BUTIOHUX
yMOBax, Mam'aTanTe npo 3axuCT CBOIX [daHWUX.
HacnpaBpi meta nopibHyX NoBiAOMAEHb OfHA —
OTPUMATN KOHOIAEHUINHI faHi KNieHTiB 0aHKIB Ta
pnoctyn go 6aHKiBCbKMX paxyHkis, BankID, Google
akayHTa, nowTw, Viber, o0bnikoBux 3anuciB y
coumepexkax Ta meceHmkepax, ¢oTo Ta Bigeo i3
MOJANbLLIOK KpPafiPKKOK KOLWTIB, LiaHTay abo
HLWMMW 3M0YUHHUMU HaMipamu.

YBATA!

o

B »KogHOMy pasi He noBigomMnAnTe TpPeTiM
ocobam KOHQigeHUiMHi pgaHi  6GaHKiBCbKUX
nnaTi>KHUX KapT i naponi 3 SMS-nosigomneHb.
CniBpo6iTHMKM UKRSIBBANK Hikonu He 6ypyTb
HapaBaTM 3anuT Ha nopibHi paHi y CcBOiX
KnieHTiB.

AKkwo y Bac BuHUKNM Byab-AKi cymHiBM ab0 3anuTaHHA LIOAO0 NPOBEEHHA TPaH3aKuin no
Ballii nnaTiXKHin KapTui, 3aTenedoHyinTe ao StarContact UKRSIBBANK BNP Paribas Group:

0 800 505 800 (6e3KoLUITOBHO B MeXax YKpaiHw);

729 (6e3K0WTOBHO 3 MOBINbHYX);

380 44 590 06 90 (ana mixxHapopHMX A3BiHKIB).
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